Import Trusted Application — Kaspersky Rules

Create Date: August 30, 2013 Last saved: 9/17/2013
Author: Cammi Derr Last saved by: Cammi Derr
Overview:

The information provided in this document describes the process used to import trusted application settings from a
previously exported list to a local endpoint.

NOTE: ITSS should provide the needed file to you via an email to complete these steps.

1. Save the file emailed to you by the IT
technician that contains the configuration.
NOTE: Remember where you save these.

2. Inthe system tray, right click on the Kaspersky

icon

3. Select Settings

Kaspersky Endpoint Security 10 for Windows
Settings

Pause protection and contraol...
About
Exit

4. In the Exclusions and trusted applications

- X
H H . Kaspersky . KSN Reputation Service
section, click the Settings... button. Endpoint Security 10 il Reports @ quarantine
Protection and Control Settings CTIS\derrcammi, you are working under a policy ﬁ

d

? Endpoint control

I7] Anti-¥irus protection

@ File Anti-Virus

@ Mail Anti-Virus Detection of the ing object types is enabled
@ web prtivirus - Viruses, worms, Trojans, and malicious tools

@ ™ Antiinss - Adware and auto-dialers

® Fewal - Packed fies that may cause harm, and multi-packed files
@ Network Attack Blocker o

@ System Watcher [ settngs.. |

Schedued tasks

%% Advanced Settings Rules: 10 {tatal 10) ‘7Semngs.‘. ‘
Trusted applications: 2 (total 2) —_—

() Monitor all network ports ‘ P ‘
(@ Monitor only selected ports —

E Support License
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5. Click the Trusted applications tab

[T Trusted zone

gk Add g7 Edt ¥ Delete

Application

[ svchost.exe
28 ozk.exe

Path
%SystemRootee\system32isvchost. exe
LSystemRootet\system32\osk.exe

(1o [on |

6. Click Import
7. Select Applications...

41 Trusted zone

Trusted applications

% Add y Edit 3 Delete

Application
[ svchost.exe

B2 osk.exe

) vpnagent.exe

& vpnui.exe

@ vpndownloader . exe

Path
%eSystemRoot¥s\system32isvchost. exe
%eSystemRoot¥s\system32osk exe
c:\program files (x86)\dsco'dsco anyconnect vpn ci...
ct\program files {(x86)\dscolcsco anyconnect vpn di. ..
c:\program files {(x86)\dscolcisco anyconnect vpn di...

o [z

Help

o
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8. Click Yes.

P& Trusted zone

@ Do you want to append the imported items to the list? If you

select "Ma", the existing list items wil be overwritten.

9. Locate the *.dat file that should be emailed to |r =
P Open file
you from an IT technician. QQ [1 « Common Software » Kaspersky » « [ 49 |[ Search Kaspersiy 2|
1 . . . - - —
0 CIICk Open Organize + New folder =~ O @
B Desktop *  Name - Date modified Type
& Downloads —
. | Laptops 08/26/20132:57 PM  File foldd
=l Recent Places
. W old 08/30/201312:33...  Filefoldg
% Dropbox £
. Workstations 08/26/2013 2:57 PM  File foldg
. o | FirewallExclusionsList_08302013.dat 08/30/201312:13...  DAT File
= Libraries
@ Documents
J’ Music
(=] Pictures
B8 videos
1% Computer LA m 3
File name:  FirewallExclusionsList_08302013.d: ~ I*.d.at ']
i Open ] [ Cancel ]

11. You will now see a list of several more items

P& Trusted zone

in the Trusted applications window.
12. CI'Ck OK. 4F add  # Edt K Delete
Application | Path

[87 svchost.exe %.SystemRoot%\system32\svchost exe

&= osk.exe %SystemRoot¥e\system32iosk.exe

] VPN Agent Service c:\program files (x86)\disco'\dsco anyconnect vpn di...
& VPN User Interface c:\program files (x86)\disca\disco anyconnect vpn di...
&j Cisco AnyConnect VPN Client Downloader c\program files (x86) discocisco anyconnect vpn dit..
[877 AnyConnect VPN Client Virtual Adapter Installer c:\program files (x86)\disco\dsco anyconnect vpn di...
%] AnyConnect VPN Client APT c\program files (x86) \dsco\disco anyconnect vpn dit..
51 & SmarthET contract is required for support -... c:\user pdatalocal\microsoftiwindow. ..
& AnyConnect VPN Client Install Helper :\program files (x86) \dsco\dsco anyconnect vpn di...

o | [

OK Cancel
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13. Click Save.

14. When both the Save and Cancel buttons are
grayed out, you may close the Kaspersky
Settings window.

- X
Kaspersky KSN Reputation Service

Endpoint Security 10 Il Reports @ Quarantine
for Windows

CT1S\derrcammi, you are working under a policy ﬂ

Protection and Control Settings
B Endpaint control
[F] Anti-Virus protection
@ File Anti-Virus

@ Mail Anti-Virus Detection of the following object types is enabled:
@ web Anti-Virus

- Viruses, worms, Trojans, and malidous tools

@ M Anti-virus - Adware and auto-dislers

@ Frewal - Packed files that may cause harm, and multi-packed fles
@ Network Attack Blocker

@ System Watcher ‘ Settings... ‘

[9] Scheduled tasks
*L advanced Settings

Rules: 10 {total 10) |

Settings... |
Trusted applications: 9 (total 9) e

() Monitor gll network ports

| settings.... |
(@ Monitor only selected ports —

Saye | ‘ Cancel ‘
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